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Abstract. The new communication networks are expected to support the growing demands
for wireless services with critical requirements of high connectivity, spectral efficiency,
reliability, and information security. Therefore, nonorthogonal multiple access (NOMA)
strategy has been adopted as a key component to fulfill the main targets of 5G systems. On
the other hand, varied chaotic communication systems have been introduced for robust and
cost-effective physical layer security. This paper presents a condensed survey on the
existing chaos-based communications and NOMA schemes with their important features
and applications. Then, the investment of chaotic signals in NOMA is highlighted as a
promising wireless nonorthogonal chaotic communication (WNCC) technology. An
insightful vision on the possible opportunities of WNCC schemes based on code and/or
power domains is presented and verified by the available findings and one of our
preliminary paradigms to demonstrate the extended connectivity with desired security.
Moreover, the major challenges and practical considerations for WNCC systems are
discussed and followed by some avenues for future research directions.
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1

Introduction

With the explosive developments and deployments of wireless technologies, the number of
connected devices like smartphones, personal computers, and home appliances is expected to
be increased on a massive scale worldwide. Therefore, numerous communication system
designs are investigated in the literature to fulfill the main requirements of new and future
wireless networks like high user connectivity, ultra-reliability, low complexity, affordable
complexity, and robust information security [1]-[7]. In particular, nonorthogonal multiple
access (NOMA) is considered as a key element to realize the main targets of fifth-generation
(5G) wireless systems and beyond. Based on the power-domain or code-domain, NOMA can
outperform the conventional orthogonal multiple access (OMA) techniques in terms of user
connectivity and spectral efficiency without significant loss in error performance [8]-[16].
Physical layer security concerns are also tackled in NOMA schemes by employing chaotic
signals in the code-domain [7], [17]-[19], or the inherent inter-user interference [20].
In the literature, different chaos-based secure communication (CBSC) systems have been
introduced by intensive research works to realize robust and cost-effective data security for
varied single-user and multiuser wireless applications [21]-[28]. The efficacy of these schemes
is realized by exploiting the attractive characteristics of chaos signals like the simple generation
using low-priced circuits, noise-like spectrum, unpredictable behaviour, and sensitivity to initial
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conditions (ICs) [24], [25]. For such CBSC systems, the transmission of private data is usually
buried into the utilized chaotic signal and emitted to the receiver over a wireless channel. Chaos
synchronization between the transmitter and receiver sides is essential incoherent systems to
estimate the transmitted data [28]. Nevertheless, this condition is not required for non-coherent
detection where data estimation can be carried out through the observed characteristics of the
received signal [21], [29].
In the last years, CBSCs have been integrated with NOMA approaches to achieve most of
the well-known gains of these interesting technologies [7]-[19], [30]. Thus, our focus in this
paper is to provide a condensed survey on the existing contributions in the areas of CBSCs and
NOMA with their features, results, and main applications. Then, the investment of simplegenerated chaos signals in NOMA schemes is investigated as a promising wireless
nonorthogonal chaotic communication (WNCC) strategy with the possible opportunities and
future directions. The main contributions of this work are highlighted as follows:
1) A relevant and condensed technical background on the existing CBSCs and NOMA
methods is introduced for the interested readers from different research areas and to pave
the way for a better understanding of the integrated WNCC systems.
2) An insightful vision on the possible opportunities of WNCC schemes based on code
and/or power domains is presented with the available findings. An example from our
preliminary results of code-domain WNCC paradigm is given also to demonstrate the
extended multiuser connectivity with desired information security.
3) The major challenges and practical issues for promising WNCCs are discussed and
followed by potential directions to extend the state-of-the-art for future applications.
The rest of this paper is organized as follows. Section 2 provides a technical background
review on the investment of chaos in communication systems while a review of the NOMA
schemes is presented in Section 3. The main principles and our perspective for WNCC systems
are demonstrated in Sections 4. Research challenges and practical considerations for WNCC are
highlighted in Section 5 while some of the future research directions are given in Section 6.
Finally, the paper is concluded in Section 7.

2

Chaos in Communication Systems

Chaos has taken great attention in the past few decades and has been invested in a variety of
applications like signal processing, cryptography, secure communications, and multiple access
communications [21], [28]-[34]. The important topics of CBSCs have been initiated in the early
90s based mainly on the pioneering work of chaos synchronization in [35] using master-slave
technique. Using this method, two chaotic systems (master and slave) with the same set of
differential equations and parameters can be completely synchronized. The attractive features
of chaotic signals, such as the high sensitivity to ICs and broadband spectrum, have led to large
investments in CBSC for varied applications. In the following, we provide a brief review of the
utilized chaotic modulation techniques for CBSC systems with coherent or noncoherent
receivers. Multiuser chaotic communications are also considered for the multiple access
channel. Then, the achieved physical security in CBSC systems is discussed.
2.1 Chaotic Modulation Techniques

In the literature, there are several modulation techniques used in chaotic communications
which can be divided into coherent and noncoherent methods [21], [24].
Coherent Modulation Techniques. In coherent CBSC system, a synchronized copy of the
chaotic signal, which is used by transmitter to modulate the users’ data, is required at the
receiver. Thus, the demodulation process is accomplished by comparing the received signal with
the replica one that is available at the receiving end. The decision for which symbol was
transmitted can be made according to the best level of achieved synchronization [21].
Chaotic Masking (CM). In this technique, the original message is added to the chaotic signal
sequence. Then, the produced signal is transmitted through the communication channel. The
original message can be restored then by subtracting the regenerated chaotic signal from the
received signal. The security of this technique is considered poor since the process of adding a
message to the chaotic signal will lead to a change in the power of the transmitted signal.
Therefore, potential attackers may figure out the transmitted messages easily by detecting the
power level changes of the transmitted signal [21], [25], [27].
Chaotic Modulation. The message in this case is injected directly into the chaotic system to alter
its dynamics. The resultant chaotic signal will contain the analogue message which can be
recovered using simple controllers at the receiver to detect the changes in the observed dynamic
behavior of the chaotic signal. The prime disadvantage of this method is the need for new
controller design for each chaotic system [21], [25]-[28].
Chaos Shift Keying (CSK). In this method, different chaotic systems are used for mapping each
of the symbols, such that the size of the signal set is equal to the number of chaotic signal
generators. At the receiver, the message symbol can be recovered according to the best
synchronization achieved between the received signal and the regenerated chaotic signal. This
method is considered as one of the finest schemes due to its robustness against noise effects and
parameter mismatch [21], [27], [36], [37].
Chaos-Based Direct Sequence-CDMA. The chaotic based direct sequence code division
multiple access (DS-CDMA) is also called CSK when a perfect synchronization is achieved. In
this method, a chaotic sequence is used for the spreading of message symbols, where for every
time interval a new chaotic code is generated. To extract the transmitted data, the
synchronization unit is used to reconstruct the chaotic spreading sequence for the correlation
process with the received signal. Finally, the correlated signal is compared with a threshold level
in order to decide which bit was transmitted [21], [22], [32].
Noncoherent Modulation Techniques. There are many noncoherent CBSC systems in which
there is no need for chaos synchronization. The demodulation process is performed by detecting
the features of received chaotic signals.
Chaos On-Off Keying (COOK). This technique is known by its simplicity where the message is
multiplied by the chaotic signal and transmitted to the receiver only for bit “1”. For bit “0”, the
transmitter will be off and hence no emitted power [21], [25].
Chaotic Parameter Modulation (CPM). In this scheme, the message signal is used to modify a
specific parameter in the chaotic drive system. Afterward, the drive signal will be sent to the

receiver through the channel. At the receiver, the synchronization error between the received
signal and the reconstructed chaotic states is used to recover the original message. This scheme
is known to be robust against the noise effect with a high level of security [21], [27].
Differential Chaos Shift Keying (DCSK). In this technique, every bit’s duration is divided into
two equivalent slots. The first one is assigned for the reference chaotic signal while the second
is used to send the reference signal or its inverted version depending on the bit being sent. The
reference signal is sent through the same channel with the information signal, and hence no need
to generate it at the receiver side. This method has attractive features like good resistance to
linear/nonlinear channel distortions and no need for the channel state information (CSI).
However, it suffers from serious problems such as low data rate, low-security level, variable bit
energy, no support for mobility, and high energy consumption [21], [22], [29], [33].

2.2 Multiuser Chaotic Communications
The wideband property of chaotic signals is invested in multiple access (MA) techniques
where the chaotic codes are used for data spreading [17], [22], [29], [31]-[33], [36]. In [31],
a chaotic digital CDMA scheme was proposed by employing chaotic codes for data spreading
instead of the pseudo-random codes. The achieved results have shown about two-fold channel
capacity compared with conventional CDMA. Moreover, the works in [18] and [19] have
considered the chaotic spreading codes in asynchronous DS-CDMA to enhance the system
capacity. This comes due to the reduction of inter-user interference which resulted from the
employment of the chaotic codes for data spreading. A coherent MA based on CSK with
correlator receiver was proposed in [36]. The theoretical expression of bit-error-rate (BER)
performance was derived and validated with the simulated results. Besides, it has been shown
that as the number of users increases, the amount of induced interference among users will also
increase and lead to deterioration in the BER performance. For instance, Figure 1 shows the
BER performance of the CSK based MA scheme for chaotic code length 𝛽 = 1000. As can be
seen, the decay in BER is clear as the number of users increases. In [33], another MA technique
using DCSK was suggested and demonstrates similar BER performance for all users, while
longer chaotic codes for data spreading have shown better error performance.
The investment of chaotic communications with multiple-input multiple-output (MIMO)
techniques was also investigated in [19] and [23]. A secure chaotic MIMO (C-MIMO)
communication system for messages with large amplitudes was introduced in [32]. It
demonstrated larger capacity, higher quality, and improved physical layer security, but at the
cost of increased decoding complexity.
2.3 Security in Chaotic Communications
The process of hiding messages by chaotic signals will result in an encrypted signal. At the
receiver side, the decoding process is not possible without prior knowledge of the ICs, chaotic
parameters, utilized code, and power fractions of the transmitted signal. Thus, potential
intruders may not be able to demodulate the transmitted signals easily. As a result, chaotic
communications provide physical layer security (PLS), where only the receiver with the right
system parameters will be able to decode the signal. Therefore, chaotic modulations can take
the place of the classical encryption and decryption techniques. In the latter scenarios, the
encryption protocols can provide an upper-layer security (ULS) [6], [7], [13], [17]-[19].
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Fig. 1. Average BER of coherent CSK based MA over AWGN channel with 𝛽 = 1000 [36].

The ULS is mainly used in conventional communications, however, it might have serious
problems under certain circumstances. Like in the case of 5G massive connectivity, the ULS
protocols might become expensive, complicated, and not environment friendly due to high
consumption power. The power consumption is due to the need for a two-way verification in
addition to the signal processing burdens at the base station (BS) [6], [19], [38-40].

3

NOMA Schemes

In conventional OMA schemes, such as time division multiple access (TDMA), frequency
division multiple access (FDMA), code division multiple access (CDMA), space division
multiple access (SDMA), and orthogonal frequency division multiple access (OFDMA), the
available resources are divided among users to mitigate the impact of co-channel interference.
Though, these schemes fail to achieve the high capacity requirement for next-generation
wireless networks. Therefore, NOMA is adopted in Long Term Evolution (LTE) standards for
4.5G and 5G systems to realize the critical needs of high connectivity and spectral efficiency
[8], [10], [13], [14], [41], [42]. It can be realized through power-domain NOMA (PD-NOMA)
and code-domain NOMA (CD-NOMA). These schemes are discussed in the following.

3.1 PD-NOMA
In PD-NOMA, the supported users are assigned different powers based on their channels,
where users with poor channels’ gains are assigned more power than users with strong channels.
The near-far effect is invested in achieving higher spectral efficiency by making use of the
natural variation of channel gains. Successive interference cancellation (SIC) can be used at the
receiver to separate the signals of different users, where the strongest user will be detected first

and its contribution is removed from the received superimposed signal, then other users will be
detected successively according to their power levels [42].
3.2 CD-NOMA
In CD-NOMA, non-orthogonal spreading sequences are employed for the served users rather
than the conventional orthogonal sequences in CDMA systems. For most CD-NOMA schemes,
the message passing algorithm (MPA) can be used for multiuser detection (MUD) at the
receiver. Currently, there are many CD-NOMA schemes like low-density spreading CDMA
(LDS-CDMA), low-density spreading OFDM (LDS-OFDM), sparse-code MA (SCMA), and
multiuser shared access (MUSA) [8], [10], [12], [16].
LDS-CDMA. The key concept of this scheme is to engage LDS sequences instead of the
orthogonal sequences to mitigate the induced interference in each chip. Therefore, user
overloading can be realized as the interference between multiple users is reduced [8], [10].
LDS-OFDM. In this technique, LDS-CDMA and OFDM are combined. The LDS sequences
are used for spreading the data and the resulting chips are transmitted by employing a number
of OFDM subcarriers [8], [10], [15].
Sparse Code Multiple Access (SCMA). The process of mapping and spreading are merged in
this technique. Each user has a special codebook to map the data using the available sparse
codewords. Then, the codewords of all users are multiplexed over shared orthogonal resources
like OFDM subcarriers. SCMA is known to have a grant free transmission with the ability to
support up to three times users more than the number of orthogonal resources. However, the
codebook design is considered to be a tedious process [8], [10], [13], [16].
Multi-User Shared Access (MUSA). In this scheme, the transmitted data for a given user is
multiplied by an identical, short, complex-valued, and low correlated spreading sequence. After
spreading, the same orthogonal resources are used for the transmission of the users’ data, and a
codeword-level SIC can be used at the receiver side to separate the overlaid users’ signals.
MUSA is capable of achieving an outstanding system performance gain, especially for high
values of user overloading factor [8], [12], [13].
3.3 Other NOMA Schemes
There are additional NOMA schemes like spatial division multiple access (SDMA), pattern
division multiple access (PDMA), signature-based NOMA, interleaver-based NOMA, and
spreading-based NOMA [10], [16].
Spatial Division Multiple Access (SDMA). This scheme uses the channel impulse responses
(CIRs) of different users for distinguishing users instead of the user-specific spreading
sequences. At the receiver, a precise CIR estimation is needed for a successful MUD which is a
great challenge when the number of users is more than the receive antennas at BS [10], [15].
Pattern Division Multiple Access (PDMA). In PDMA, users’ data are mapped to a group of
resources based on the available patterns. Different resources can be used in this pattern like
time, frequency, space, or mixture. The PDMA pattern can be represented in the form of a vector
and its dimensions equal to the number of users and resources [13], [10], [16], [43].

3.4 The Integration of NOMA and other Promising Schemes
MIMO is one of the key techniques that invoked with NOMA to meet the high spectral
efficiency requirements of 5G and beyond. In PD-NOMA, the power allocation depends on the
channel conditions of each user which can be easily computed for single input scenarios. But,
the channel gains of MIMO systems are represented in a matrix form which makes the
comparison between channels and consequently the power allocation process very complex
[44]. Therefore, beamforming technique is suggested as one of the efficient solutions to
overcome this problem. At the BS, a number of transmitting antennas are used to form a number
of beams, and PD-NOMA can be used within each beam. At the receiver, spatial filtering can
be used for cancelling the inter-beam interference followed by SIC to eliminate the inter-user
interference [2], [5], [9], [45]-[47].
In PD-NOMA with large number of users, the decoding complexity becomes considerably
high due to SIC process that causes also possible delay and error propagation. Therefore,
multicarrier NOMA technique is adopted as one of the efficient solutions to realize a balance
between system complexity and desired performance. In such a technique, users are divided into
groups, where each group of users will be served by the same block of orthogonal resources
based on the NOMA principle. Besides, different blocks of the orthogonal resources are
assigned to different groups. Within each group, the intra-group interference is avoided based
on NOMA principle while the inter-group interference is mitigated by employing a number of
subcarriers like the case in OFDMA. Consequently, this procedure can lead to an enhancement
in system capacity at low complexity since the number of users served by the same orthogonal
resource is reduced [1], [20].
NOMA is integrated also with chaotic communications as in [17] where a sparse chaotic
code multiple access (SCCMA) is achieved. In this scheme, the chaotic signals are employed
for the construction of codebooks to increase the number of supported users without the need
for complex codebooks pre-design (as in the conventional SCMA). In [7] and [18], a downlink
and uplink schemes for chaos NOMA (C-NOMA) schemes were presented. C-MIMO is merged
also with NOMA to provide a system having higher capacity and improved security. In these
systems, the user’s data is modulated by chaotic signals then superimposed in the power domain
using a specific scheduling algorithm. An efficient joint maximum-Likelihood sequence
estimation (MLSE) is used for signal demodulation at the cost of high complexity that as the
number of users increases. Figure 2 demonstrates the average BER performance of C-NOMA
compared with BPSK-NOMA and chaos-OFDMA (C-OFDMA). It was shown that C-NOMA
achieves better performance than the unencrypted BPSK-NOMA (about 5 dB gain at BER of
10−5 ) due to the effect of coding gain provided by C-MIMO.

4

Wireless Nonorthogonal Chaotic Communication (WNCC)

The hybrid combination of chaotic modulation/spreading techniques and NOMA
configurations is denoted in this survey as WNCC schemes. To clarify the basic working
principles of WNCC schemes, a simple scenario of 2 users communicating simultaneously with
a common BS over uplink wireless fading channel is shown in Figure 3.
The user’s data 𝑏𝑖 ; 𝑖 = 1, 2 from digital information source is modulated using chaotic code
sequence 𝐜 of length 𝛽. The employed chaotic codes by the users can be generated simply from
chaotic drive systems such as Lorenz and Chua circuits [25], [26], [30].
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Fig. 2. Average BER performance of C-NOMA for a receive antenna at the cell edge [7].
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with a common base station over wireless fading channel.

The modulated signal vector 𝐯𝑖 is transmitted as 𝐬𝑖 with an average power 𝑝 over large-scale
(path-loss) and small-scale Rayleigh fading (time-varying attenuation) channel ℎ𝑖 and additive
white Gaussian noise (AWGN) vector 𝐧 to the BS receiver. The received signal vector
(𝐫 = ℎ1 𝐬1 + ℎ2 𝐬2 + 𝐧) is used for MUD to estimate the user’s data as 𝑏̂𝑖 .
The presented WNCC system can attain the desired PLS owing to the adoption of chaotic
modulation. Furthermore, the MA can be realized as code-domain WNCC (CD-WNCC) for
equal power allocation, power-domain WNCC (PD-WNCC) for distinct power allocation, and

power-code-domain WNCC (PCD-WNCC). Figure 4 illustrates a clear vision of the different
realizations of WNCC schemes with 𝐾 users more than the available orthogonal resources 𝑁.
In scenario 1 (S1) which represents a possible CD-WNCC system, equal power allocation
(𝑝1 = 𝑝2 = ⋯ = 𝑝𝑄 = 𝑝) is used with different chaotic codes (𝐜1 ≠ 𝐜2 ≠ ⋯ ≠ 𝐜𝑄 ) for users
(𝑢1 , 𝑢2 , ⋯ , 𝑢𝑄 ), respectively to achieve the required signal separation for the multiple access
channel. The ML or matched filter (MF) can be used as a MUD at the receiver. We have
implemented this scenario in our recent work [30] and an example of the achieved BER results
is demonstrated in Figure 5. From the results, it can be seen that CD-WNCC is able to achieve
both of the multiple access reliability and PLS compared with the reference systems.
On the other hand, Scenario 2 (S2) represents the PD-WNCC system which employs the
same chaotic code for all the users (𝐜1 = 𝐜2 = ⋯ = 𝐜𝑄 = 𝐜) with different power levels for
supported users as 𝑝1 > 𝑝2 > ⋯ > 𝑝𝑄 . Due to the existence of power differences among
multiple users, the SIC technique can be used at the receiver for signal detection.
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In the third scenario (S3), PCD-WNCC can be realized by utilizing different power levels
and different codes. For example, the served users can be divided into two groups 𝐺1 and 𝐺2 as
demonstrated in Figure 4. For users within 𝐺1 , different power assignments are used
(𝑝1 > 𝑝2 > ⋯ > 𝑝𝑀 ) with the same code as 𝐜1 = 𝐜2 = ⋯ = 𝐜𝑀 . In the meantime, users in 𝐺2

will be assigned a similar power level (𝑝𝑀+1 = 𝑝𝑀+2 = ⋯ = 𝑝𝑄 ) and distinct codes as 𝐜𝑀+1 ≠
𝐜𝑀+2 ≠ ⋯ ≠ 𝐜𝑄 . Note that the minimum assigned power for users in 𝐺1 should be greater than
the allocated power for users within 𝐺2 such that 𝑝𝑀 > (𝑝𝑀+1 = 𝑝𝑀+2 = ⋯ = 𝑝𝑄 ). According
to these power constraints, the decoding process at the receiver can take place on two stages. In
the first stage, SIC is applied to distinguish 𝐺1 from 𝐺2 due to the presence of power difference
between these two groups. The second stage of MUD can be performed by applying SIC for 𝐺1
users and ML for 𝐺2 users.
Table 1 summarize the discussed scenarios of WNCC schemes with their power/code
constraints and MUD techniques. The formerly mentioned realizations can be considered
potential candidates for 5G communications since they harness all NOMA traits while holding
PLS requirement. It should be noted that the implementation of classical ULS techniques are
costly in massive connectivity due to ultra-high complexity and increased power consumption.
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Table 1. Summary of the possible realizations of WNCC with maximum of 𝐾 = 𝑁𝑄 users.
Scenario

Power-Domain Conditions

Code-Domain Conditions

S1

𝑝1 = 𝑝2 = ⋯ = 𝑝𝑄 = 𝑝

𝐜1 ≠ 𝐜2 ≠ ⋯ ≠ 𝐜𝑄

S2

𝑝1 > 𝑝2 > ⋯ > 𝑝𝑄

𝐜1 = 𝐜2 = ⋯ = 𝐜𝑄 = 𝐜

S3

𝑝1 > 𝑝2 > ⋯ > 𝑝𝑀
𝑝𝑀 > (𝑝𝑀+1 = 𝑝𝑀+2 = ⋯ = 𝑝𝑄 )

𝐜1 = 𝐜2 = ⋯ = 𝐜𝑀
𝐜𝑀+1 ≠ 𝐜𝑀+2 ≠ ⋯ ≠ 𝐜𝑄

MUD
Method
ML or
MF
SIC
SIC
+
ML

5

Challenges and Practical Considerations for WNCC

Since the implementation of WNCC is based on the integration of CBSC and NOMA, the
practical concerns of each of these two schemes will be reflected to the overall system design,
in addition to other new considerations. The most important issues are highlighted as follows:
• Maintaining chaos synchronization is one of the critical issues in WNCC systems that
employ coherent MUD technique. In general, there are two approaches to achieve the
required synchronization. The first one requires regeneration of the same chaotic signal used
at the transmitter with the same ICs. This method is not preferable since any small change
in ICs will lead to producing a different chaotic signal, and then a high possibility of link
failure. For the second method, the chaotic signal is generated and stored in both the
transmitter and receiver. So, the problem of high sensitivity to IC can be mitigated at the
cost of feedback and additional memory requirements [21], [25], [35]. Many updates and
improvements in the field of chaos synchronization such as the methods in [27] can be
extended also for practical WNCCs.
• Energy-efficient chaotic circuit designs are required to attain the constraints for green
communications [2], [38]-[40] with desired information security [6]. The available circuits
for chaos generation in many well-known publications like [21], [27], and [35] can be further
improved to achieve this important target.
• Error propagation is another difficulty when SIC receiver is used for MUD in the WNCC
system. It is obvious that once a user is decoded erroneously, this error will propagate to the
following users which has a direct impact to degrade the error performance. In this context,
using chaotic codes with large lengths can help in compensating the effect of error
propagation at the cost of additional complexity. Therefore, a proper design that considers
the trade-off between these factors should be investigated [7], [30].
• When other OMA schemes are integrated with WNCC, efficient and low complexity user
grouping and power control techniques are needed to satisfy the target quality of service
(QoS) and other important issues such as maximum channel capacity and fairness. This
requires an accurate estimation of CSI which is necessary for MUD at the same time [5],
[10], [15], [48]. Signaling overhead should be considered due to its direct relation to
degrading the data rate. Low complexity MUDs are also considered to reduce the processing
time (i.e. delay) and consumed power for green communications [1], [2], [38], [39].

6

Future Research Directions of WNCC

From the presented details and discussions in this paper, several potential and important
research directions can be extracted to extend the state-of-the-art of WNCC for future
applications. It includes, but not limited to, the following points:
• The extension of WNCC with other OMA such as MIMO and OFDMA schemes is an
interesting topic to enhance user connectivity and spectral efficiency. This requires intensive
studies for the optimal/suboptimal resource allocation and user grouping strategies to satisfy
QoS, network targets, and user fairness [1], [9], [13], [19].
• The trade-offs between system performances, MUD complexity, overhead requirements,
and desired security level are a very important topic to be investigated for WNCCs with
OMA schemes [1], [2], [49], [50].

• The impact of channel estimation error and hardware impairments on the performance and
robustness of WNCC systems need to be carefully investigated.
• Closed-form analytical expressions of the error rate and capacity of WNCC are very
important and needed to highlight the upper and lower benchmark limits for the actual
system performance [9], [49].
• Prototype designs and field tests are also required to assess the performance and capabilities
of WNCC systems in real-time applications towards the potential adoption in 5G
communication networks.

7

Conclusion

In this paper, concentrated technical background reviews on the existing CBSC and NOMA
schemes have been presented with their main features, results and applications in wireless
communications. The integration of these promising techniques in WNCC designs is
investigated highlighting the possible opportunities based on code and/or power domains. The
sample results of CD-WNCC demonstrated the effectiveness of the proposed design in terms of
user connectivity, BER performance, and physical layer security. Major implementation
challenges and future research directions for WNCC systems are highlighted. It is expected that
PCD-WNCC will provide excellent performance and superior physical layer security compared
with the other investigated configurations. This may lead to the possible adoption of WNCCs
in 5G networks and beyond.
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